NAFALIZE(1) NetSAAggregaed Flav NAFALIZE(1)

NAME

nafalize — NetSA Aggrgaed Flav aggregator and normalizer

SYNOPSIS

nafal i ze [--in INPUT_SPECI FI ER] [--out OUTPUT_SPECI Fl ER]
--nextdi r PROCESSED | NPUT_DI RECTORY]

--faildir FAILED_ | NPUT_DI RECTORY]

--pol | POLLI NG DELAY] [--1ock]

--log LOG SPECIFIER] [--1oglevel LOG LEVEL]
--verbose] [--version] [--daenon] [--foreground]
--intype INPUT_TYPE] [--horizon FLOW HORI ZON|
--live] [--bpf BPF_EXPRESSI ON]

--rotate-del ay ROTATE DELAY] [--sid SOURCE | D]
AGGREGATI ON_EXPRESSI ON

[
[
[
[
[
[
[
[

DESCRIPTION

nafalize is theNAF (NetSA Aggr@aed Flow) tool suite flv aggregator and normalizeit provides a flei-
ble aggregation facility for producing time-series aggaes of network flv and packet data in a variety of
formats. Itproduces output in thEAF aggregated flav format, which is based drFIX and is processed
by the otheNAF tools.

The aggrgaion operation performed by nafalize is defined byaggegation epressionwhich specifies
the time bin size to use for splitting thevildlata into time series, the fields to be present in the gagre
flow key, the counts to maintain per aggae flov key, optional filters for restricting the input fks, and

an optional sort order for the output. S&&GREGATION EXPRESSION SYNTAX below for details on the
aggredion expression.

nafalize takes its input from files containingvilmr packet data, from packets captured from a roekw
interface, or fromPFIX exporting processes VIECP or UDP (SCTPsupport is planned for a future release).
The—-in, ——intype, and —-live options determine lonafalize will get its input.

nafalize presently writes its output to files or to standard output; the output file or directory is specified
using the-—out option. naélize’s autput is in theNAF aggreyaed flov format, which is afPFIX message
stream containing aggyded flov data. D convert the NAF format to whitespace-delimitedxtefor pro-
cessing by other tools or for human consumption, usadfszii(1) tool included with theNAF distribu-

tion.

nafalize, like dl NAF tools, operates by default once mode, though it can also be run ada@mon In
daemon mode, nafalize will wait forwenput to match its input specifi@nd move processed input to the
——nextdir directory This can be used tauldd “chains’ of daemons for automated batch processing of
flow data.

OPTIONS

0.5.0

Input Options

The input specifier and input type determine wheralizaf will read its input from. If reading from a file
(if the input type is noipfix-tcp or ipfix-udp, and —-liveis not present) and the input specifier is neémgi
nafalize defaults to reading from standard input.

——intype INPUT_TYPE
INPUT_TYPHS an input type, defaulting facap The following input types are supported:

pcap
Read packets from libpcap (i.ecpdumpl)) binary dumpfiles or from a pcap intce. See
PCAP Notesbelow for special information concerning packet input.

ipfix
Read flows from IPFIX-formatted files, such as those produced by Net&A flow sensor An
IPFIX-formatted file is simply a serializeédFIX message stream, so you can also reatk flow
data using a general utility such ms(1) and process it with nafalize. All thieFIX input types
supportiPFIX bidirectional flav collection using a provisional implementation of the mechanism
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described INETF draft-trammell-ipfix—biflow-01.

ipfix-udp
Operate as afPFIX Collecting Process, reading flows from a passiDP soclet recieed from
anIPFIX Exporting Process.

ipfix-tcp
Operate as alPFIX Collecting Process, reading \ite from a passe TCP soclet recieed from
an IPFIX Exporting Process. nafalize presently only supports reading from a single Exporting
Processeer TCPat a time.

silk
Read flows from a CERT/NetSA SiLK tools binarwilfile. The most common usage pattern for
this input type is to pipenfilter (1) output directly into nafalize.

argus
Read flows from a QoSient Argus 2.0.6 binarwffde, as produced by argus, ra, or ragator.

naf Read pseudoflows fromNaAF file, for reaggrgaing NAF data. Reagguggtion is by nature a lim-
ited function. Unique counts are lost across reagjon operations, and if fle data is reaggre-
gated with bin sizes that are not integer multiples of each ,dther accurag may be lost.

——in INPUT_SPECIFIER
INPUT_SPECIFIERS an input specifielf reading from a file, this is a filename, a directory name, a
file glob pattern (in which case it should be escaped or quotedvnptie shell from expanding the
glob pattern), or the stringto read from standard input.

If INPUT_TYPEis ipfix-tcp or ipfix-udp, INPUT_SPECIFIERS a passie ©cket specifier of the format
[addresgport, whereaddresscan be * to bind to all asté interfaces; if not gien, this defaults to port
4739 on all intedices. addressmay be an IPv4 address, an IPv6 address, or a hostname that will
resole to an Pv4 or IPv6 address. Note that IPv6 is onlgilable on machines with dual-stack sup-
port.

If INPUT_TYPEis pcap and —-live is given, INPUT_SPECIFIERIS a pcap interface name, and is
required.

——live
If present, capture paets from an interface using libpcap. Impliesntype pcap. Requires sufcient
privileges for rav packet capture; at this time, nafalize is not designed to run setuid or ugegeri
separation. If present~in is required, antNPUT_SPECIFIERMust be a pcap interface name.

——bpf BPF_EXPRESSION
If INPUT_TYPHS pcap, apply the filter inBPF_EXPRESSIOR packets as tlyeare readBPF_EXPRES-
SION must be quoted so the shell will pass it to nafalize as a single argument. $egedtime(1)
manpage for information dBPF expressions.

Output Options

The output specifier determines whewerF will write its output. The output specifier is optional. If reading
standard input, output defaults to standard output. If reading from files on disk, oututsdef one file

per input file, named as the input file in the same directory as the input file wiheatension. If reading
from IPFIX TCPor UDP soclets, output defults to files named with the port number and a timestamp in the
current directory; likwise, if reading from aVe pcap interface, output dailts to files named with the
interface name and a timestamp in the current directory.

——0out OUTPUT_SPECIFIER
OUTPUT_SPECIFIERs an output specifielf present, this should be a filename or a directory name, or
the string- to write to standard output.

——rotate—delay ROTATE_DELAY
WhenINPUT_TYPEis ipfix-udp, ipfix-tcp, or when—-live is presentROTATE_DELAYis the rotation

delay in seconds between the creation of each subsequent output file. The default delay is 300 seconds
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(5 minutes).

Daemon Options
These options are used to run nafalize in daemon mode for batch processing of packetfdesl. flo

——daemon
Run nafalize in daemon mode. Instead of processing its input fitergenafalize will continually
look for nev input matching its input specifieiThis will cause nafalize to fork into the background
and exit.

——foreground
Instead of forking i-—daemonmode, stay in the fogeound. Usefufor debugging.

——lock
Use lockfiles for concurrent file access protection. Highly recommendeddaemonmode, espe-
cially if two NAF daemons are interacting through eegidirectory.

——poll POLLING_DELAY
POLLING_DELAYis the polling delay in seconds;wdong nafalize will wait for n& input when none
is available. The default is 60 seconds.

——nextdir PROCESSED_INPUT_DIRECTORY
When reading from files, if this option is present, input files will bevetioto PRO-
CESSED_INPUT_DIRECTOR#fter thg are successfully processed. The special stdetgte will
cause successfully processed input to be vedhimstead. This option is required in daemon mode.

——faildir FAILED_INPUT_DIRECTORY
When reading from files, if this option is present, input files will beethdo FAILED _INPUT_DIREC-
TORYif processingdiled. Thespecial stringleletewill cause &iled input to be remd instead. This
option is required in daemon mode.

Logging Options

These options are used to specifyvHog messages are routed.alake can log to standard erroegular
files, or theUNIX syslog facility.

——log LOG_SPECIFIER
Specifies destination for log message3G_SPECIFIERcan be asyslog(3) facility name, the special
value stderr for standard errgior the absolutepath to a file for file logging. Standard error logging is
only available in ——daemonmaode if ——foreground is present. The default log specifiersislerr if
available,user otherwise.

——loglevel LOG_LEVEL
Specify minimum lgel for logged messages. In increasingele of verbosity the supported log l&ls
arequiet, error, critical, warning, messageinfo, and debug The default logging ksl iswarning.

—-verbose
Equivalent to——loglevel debug

—=version
If present, print version and copyright information to standard error and exit.

Aggregation Options

——horizon FLOW_HORIZON
The FLOW_HORIZONSs the windev of time, in seconds, for which reize will keep flev data during
aggredion to huffer out-of-order flows in the inpufThis should set as least as large as theeafitiw
timeout of the flav sensor from which the fle records were generated. It defaults to 3600 seconds (1
hour) and is automatically adjusted to be angetemultiple of the bin size in thaGGREGA-
TION_EXPRESSION
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——sid SOURCE_ID
Force the sourctD field on input records to thevgn 32-bit integer.

AGGREGATION EXPRESSION SYNTAX
The aggrgation expression controls the aggation operations nafalize will perform, and generally foto
the order of nafalize’processing stages, as below:

bin [ uniform Ostart Oend] bin-length( secCimin Ohr )
[uniflow] [ perimeter address-rangeli$t

[filter filter-expressioh
aggregateaggegation-phrasdaggregateaggegation-phrasg..

Thebin keyword is required, and defines the size of the time bins eagtwilbbe placed into. Eitheuni-
form, begin, or end may be used to determinevihdlows anning bin boundaries will be split or placed
into bins:uniform splits the flows uniformly into each binaed by the flav, begin places the flo com-
pletely into the bin containing its start time, st places the flow completely into the bin containing its
end time. Bin times may be specified in seconds, minutes, or hours.

If present, thauniflow keyword suppresses matching of unidirectional flows into bidirectional flows.

If present, theperimeter keyword actvates perimeter mode. In perimeter mode, alvfidhat do not cross

the perimeter specified by theddress-rangelistare dropped, and bidirectional flows are selelti

reversed such that the source address is outside the perimeter and the destination address is inside. See
Rangelist Syntaxfor details on the rangelist syntax used for defining perimeters.

If present before anaggregaion phrase, théilter keyword specifies a prefilter to be applied to all flows as
they are read. SeEilter Expression Syntaxfor details on filter expressions.

SeeAggregation Phrase Syntabelow for details on the aggydion phrases. The presence of multiple
aggegation-phrasesn the aggrgation expression will cause nafalize to fan out to multiple files, each with
its own aggrgaion; each of these phrases shouldehalabel to differentiate output files.

Aggregation Phrase Syntax

Each aggrgaion phrase specifies the ildkey fields to aggrgate on, and the counts to maintain for each
aggrgaed flov. Each aggrgaion can optionally be separately filtered and sorted, as well. Its format is
shown below:

aggregate[sip[/mask] [dip[/masHi] [sp] [dp] [proto] [srcid]

count [hostq [ports] [flows] [ packetq [octet]

[filter filter-expressioh[sort sort-expressioh

[label output-labe]

If present, the words in the aggetion phrase hae te following effects:

sip/mask
Include sourcéP address in the output flokey, masked to the gen prefix length.

sip Include sourcéP address in the output flokey; equivalent tosip/32

dip/mask
Include destinatioiP address in the output flokey, masked to the géen prefix length.

dip Include destinatioiP address in the output flokey; equivalent todip/32.

sp Include source transport port in the outpuivflkey for TCP andUDP flows. Thesource transport port
is O for other flows.

dp Include destination transport port in the outpuivfleey for TCP and UDP flows, andiICMP type/code
data in the destination port field f@MP flows. Thedestination transport port is 0 for other flows.
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proto
IncludelP protocol identifier in the output flokey.

srcid
Include source identifier in the outputviickey. The source identifier comes from tHRFIX observa-
tionDomainld information element foPFIX input, or can be set using thesid option.

hosts
Count unique source and destination addresses appearing in eagataddtav. Source host count is
suppressed if the sourteaddress mask is 32, and destination host count is suppressed if the destina-
tion IP address mask is 32.

ports
Count unique source and destination transport ports appearing in eacjategigfienr. Source port
count is suppressed if the source port is included in the gy, and destination port count is sup-
pressed if the destination port is included in the #ey.

flows
Count forward and rerse uniflavs for each aggogsted flov record. A* forward” uniflow is a wi-
flow whose source and destination match the agtgd flov's urce and destination; aeverse”
uniflow is one whose source and destination aversed from the agggeted flov's source and desti-
nation. nadlize’s biflow matching algorithm uses the first unificeen in the input as th&drward”
direction for the aggoeted flow.

In general, the number of unanswered connection attempts can be approximated by subtracting the
reverse flav count from the forward fle count.

In uniflow mode, only forward flows are counted, becauselizaf does no flo matching. When
reading packet data, onfCP flows are counted, antCP flow counts are approximated by counting
packets with th&YN flag set.

packets
Count forward and kexse packets for each aggeeed flov record. erward packets are paets in
forward uniflows, and rerse packets are packets inaese uniflows, as defined almo

In uniflow mode, only forward packets are counted, because nafalize doew maafiching.

octets
Count forward and kexrse octets for each aggeeed flov record. Brward octets are octets in foavad
uniflows, and reerse octets are octets irnveese uniflows, as defined al® Octet counts from nafize
are IP-only; the do ot include Layer 2 header lengths.

In uniflow mode, only forward octets are counted, because nafalize doesvnodtohing.

filter filter-expression
Filter all flows before aggggtion using the gien filter expression. SekEilter Expression Syntaxfor
details on filter expressions. By default, no filtering is performed.

sort sort-expression
Sort aggrgae flows using the gen sort expression. Segort Expression Syntaxfor details on sort
expressions. By default, output is sorted by time bin only.

label output-label
Insert theoutput-labelto the output filename for this aggeion before the extension. This is recom-
mended when using multiple aggeaion expressions for fanout; if not present in the fanout case,
fanned out files will be labelled numerically in the ordeytagpear in the agggetion expression.
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Filter Expression Syntax

Each filter expression defines permitted values for each field in the flow; onhgryf feeld in a flav
matches the filter does theuigass the filter Hows that do not pass the filter are simply dropped. Filter
expressions are applied to flows during hiflmatching (in the case of prefilters) and before aggtien.

Each filter expression takes the following form:

filter [bin time-rangelist [sip [not] address-rangeli$t[dip [not] address-rangeli$t[sp [not] numeric-
rangelis] [dp [not] numeric-rangelist[flows numeric-rangeligt[rev flows numeric-rangeligt [ packets
numeric-rangeligt[rev packets numeric-rangeligt[ octets numeric-rangelidt[rev octets numeric-range-
list]

The bin rangelist filters flows by bin start time; the bin start time must appear within the rangelist, inclu-
sive, to pass the filterThesip, dip, sp, dp, and proto rangelists filter flows byédy fields; thenot keyword

on each of these rangelisty/érts the rangelist.The flows, packets and octets and theirrev (reverse)
counterparts filter flows byalue fields. Since filters are applied before aggien, these value field filters
apply to individual flows, not to agggde flovs. SeeRangelist Syntaxbelow for details on rangelists.
Rangelist Syntax

A rangelist is simply a comma-separated list of ranges. Three types of ranges are supported: time, address,
and numeric. The supported time ranges (uselifofiltering) are as follows:

YYY¥MM-DD
Matches a single daytcC).

YYY¥-MM-DD hh:mmss
Matches from the gén time to the end of the same day (23:59.8%).

YYY¥MM-DD = YYY¥MM-DD
Matches from the beginning of the first day through the end of the sedoay (

YYY¥-MM-DD hh:mmss— YYYY¥MM-DD hh:mmss
Matches aptime between the first and last times, inclasi

The supported address ranges (usqeeiimeter mode and fosip anddip filtering) are as follows:

ab.cd
Matches a single IPv4 address.

ab.cdm
Matches ap |IPv4 address in the specifietbr block.

a.b.c.d-ef.g.h
Matches ap IPv4 address between the first and last addresses, lclusi

The supported numeric ranges are as follows:
n Matches a single integer.

m-n
Matches integers between the first and last, inausi

<m Matches integers less than theegiinteger.
>m Matches integers greater than theegiinteger.

Sort Expression Syntax

Each sort expression defines the sort order of the gagdeflav output. Sortexpressions tad the follow-
ing form:

sort (srcid Osip Odip Oproto Osp Odp OoctetsOrev octetsOpacketsOrev packetsOflows Orev flows
Osrc hostsOdest hostssrc ports Cldest portg) [ asclldesc] ... [ limit limit-count]

Multiple fields may appear in the sontpeession; subsequent fields are only compared when aibpse
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fields are equal. limit is present, only the firdimit-countrecords will be output per time bin. This can be
used to build top-N lists.

EXAMPLES

The folloving command-line will read SiLK data from standard input and count flows and packets per hour
per source class-C network:

nafalize --intype silk
bin 1 hr aggregate sip/24 count flows packets

The following command-line will readPFIX data fromuUDP on the loopback interface and count octets per
thirty minutes per destination address and portiHfiorP andHTTPStraffic only on well-known ports:

nafalize --intype ipfix-udp --in 127.0.0.1, 4739
bin 30 mn aggregate dip dp count octets
filter proto 6 dp 80, 433

The following command-line will read packet data from a dump file and count distinct host® pan€ite
bin, sorted by source then destination host count in descending order

nafalize --intype pcap
--in dunpfile.pcap --out hostcount. naf
bin 5 min aggregate count hosts
sort src host desc dest host desc

The following command-line will read packet data from an iatefand return the top ten destination ports
per minute, by octets reeed by the client. It will write a n& NAF output file @ery 30 minutes (1800
Sec).

nafalize --intype pcap --in enl
--live --rotate-delay 1800
bin 1 min aggregate dp count octets
sort rev octets desc limt 10

SIGNALS

nafalize responds t8IGINT or SIGTERM by terminating input processing, aggaeng and flushing an
pending flows to the current output, and exiting.

CAVEATS

0.5.0

The following caeats apply to nafalize’gperation.

ICMP Type and Code

The NAF aggregated flov format storesCMP Type and Code information in the destinaticar¥sportPort

IPFIX information elementdp in aggreation, filter, and sort &pressions). Thigs a non-standard usage of

this IE. The type appears in the high-order byte of the destination port, and the code w-tindep byte.

Source and destination ports a reversed during bidirectional fl@ matching foriCMP flows in order to
keepICMP type and code information from also appearing in the source port; this is not as much of an issue
as it may first appear &8MP flows are inherently unidirectional anyway.

The following aspects of this behar may be considered bugs: first, since the type is high-dilierng
for all codes of a specifi€MP type requires a complgangelist. Second, biflo matching knows nothing
about specifiecCMP types and codes, so, for example, Echo Request/Echo Resparseiflanot be prop-
erly matched. No fix is presently planned for these issues.

PCAP Note

When aggrgating packet data from libpcap packet capture files, or fraendipture NAF aggr@aes each
single packet as its owtpsuedoflow’; it does no real flw assembly of its own. Fl@ counters for paakt

capture are 0 for non-TCP s, and count packets with tB&N flag set forTCP flows. Use a flar sensor
such ayaf(1) orargus(5) to preprocess the packet data if you need accuratediants.
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BUGS
Known issues are listed in tiREADME file in the NAF tools source distriltion. Note thalNAF should be
considered alpha-quality software; neewy concievable input and agggetion is exhaustvely tested at
each release, and specific features may be completely untested. Please be mindful of this befiog deplo
NAF in production environments. Bug reports and feature requests may be sent directly to th&@arhor
Trammell, via email at <bht@cert.org>.

AUTHORS
Brian Trammell <bht@cert.org>, for theCERT Network Situational Avareness Group,
http://www.cert.org/netsa.

SEE ALSO
nafscii(1), tcpdumg(1), yaf(1)

0.5.0 Jundl 6, 2006 8



